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1 Overview

1.1 Application and function description

The REX 300 is intended to be used as an Ethernet router for
the remote maintenance of S7-300 and $7-400 systems. It has
an integrated MPI/DP interface. This MPI/DP interface supports
MPI and PROFIBUS with up to 12 Mbps. The REX 300 enables
remote servicing of the S7 systems via the Internet. Depending
on the available connection to the Internet, the REX 300 is
obtainable with various integrated modems or integrated
interfaces. It can establish the Internet connection via an
analog, ISDN, or GPRS/EDGE modem. Moreover, an external
DSL modem can be connected to the REX 300 devices with a
WAN interface. The WAN interface can be used through an
Internet connection already provided through a server or a
gateway.

This document is intended as a supplement to the “REX 300"
Quickstart Guide and Manual.

It is intended to provide the user with step-by-step support
with setting up the connection.

I 1.2 Information in the figures

Please pay attention to In the printed figures, important settings and notes for the user

the information in the  are highlighted in red.
figures
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Fig. 2-1: Menu structure

2 Overview of the Web interface

The following text provides and overview of the Web interface

integrated in the REX 300.

2.1 Menu structure

The web user interface of the REX 300, is divided into a main
menu on the left and a corresponding submenu at the top of

your browser window. The following Figure 2-1 shows the

menu structure.

Upper navigation
bar

Lateral navigation
bar

network-/

interface and
connection status

Welcome helmholz | Sits Hag |

s | Cartificates_Logging Impor/Export

Language EE:h w

icards | Halp | Reboot

Information about
MPI/PROFIBUS
interface

«* system Information

System
Unittype T00-872-EDGOL
Seriglnumber ROD0D0TE0S

Firmware
version

Hostname REX300

2.0.2 -~ 2009-11-04-05:32:30

MNetwork
Intarface Cable 1P HMAL
LAN O 192.168.4.179 00:06:71:19:1€:70
WAN (] 00:06:71:19:18:24
Intarnat-Connection Activa 1P local 1P remate
Internet (]
HModem-Connection  Active 1P local 1P remate
User: Q@

Serial
Interface RE-Typ Diriver Paort
MPLRROFIBUS MPLPROFIBUS MPL/PROFIBUS 77

2.2 Menu overview

The following figures show the menus available to you in the

REX 300. The following submenus of the main menus are

explained:
e System,
e Network,

e Interfaces,

e Security settings

e VPN.

The Status main menu with its various submenus provides

general information about the devices and is primarily used for

diagnostics.
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System menu:

[Info Setlings WEB Users  Certificates Logging Impaort/Export Firmware

L

Network menu:

* WAN Modem Internet DHCP  DNS Server Hosts  DynDNS |

i

* for WAN devices only

Interfaces menu:

Serlal * MPI/PROFIBUS

* for WAN devices only

REX 300 Application Examples 9



10

Security settings menu:

Flrewall General WAN >LAN LAN>WAN Forwarding

JIE

VPN menu:

[ IPSec” PPTP* OpenVPN

2.

* for VPN/WAN devices only
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3 Active Internet connection scenarios

The steps explained in this manual are all performed manually.
Configuration of the LAN, Internet, and VPN connection is also
possible using the wizard integrated into the web interface.

The following steps must be performed in the sequence described:

3.1 Internet connection via
analog/ISDN/EDGE modem

This section explains the connection with the Internet via the
various modems.

The prerequisite of the Internet connections show is an analog or
ISDN phone line (Fig. 3-1-1), or a SIM card with enabled data
service for GPRS communication.

3.1.1 Internet connection via an analog modem

Fig. 3-1-1: Internet via
an analog or ISDN line

Analog/ISDN

Step-by-step instructions:

1. Itis first necessary to connect the device to an analog phone
line. The analog phone line is connected via the RJ socket
under the front hatch.

Fig. 3-1-2: Modem
socket on the REX 300

2. Now it is necessary to communicate to the device via the
web interface to inform it how the Internet connection will
be established.

3. To establish the Internet connection via an analog phone
line, it is necessary to enter an Internet-by-call provider in

REX 300 Application Examples 11



Fig. 3-1-3: Settings on

the Modem tab

12

the device. This is entered under menu item Network >
Modem.

4.  Under this menu item, it is important to enter the phone
number of the Internet-by-call provider, the user names,
and the password. This data is usually found on the web site
of the provider.

h I . Langnage|Eng|i5h [ll

compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
e
System LAN WAM Modem Internet DHCP DNS Server Hosts DynDNS

Network

Ports ﬁ Modem Configuration

Security
VBN Modem Settings
Status

Modem ANALOG
Type

Modem
Init [EGCI=FD |

Modem

Init 2 |

Outgeing | Incoming I Call Back

hone
Mumber

(Llser [egal

G‘*assword m

[0. 015193384

)
)
)]

Authentication
via PAP

Authentication
via CHAP

Timeout

Dialout (200 |

H Save Changes
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5. Now, because the modem is configured, settings still have to
be entered under menu item Network > Internet. Here, it is
possible to set that the Internet connection will be
established via the modem. It is also possible to define when
the Internet connection will be established. In this example,
it is possible to activate call-back by the device to establish
the Internet connection. This is done with the dial-out key
or by a call on the device. If call-back is activated, the
modem disconnects after four ring tones and then dials the
stored Internet-by-call number. (Fig. 3-1-4)

h I - LanguagelEng“sh [V]
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAMN Modem Internet DHCP DNS Server Hosts DynDNS
Hetwork
Ports 0 Internet Configuration
Security
VPN Internet Settings
Shatus Internet

(Connectiun [ Intemet via Modem [v])
H Save Changes
Connection
Gﬂode | on demand [v])
broadcast
IP-Adress
via email
email [max.mustermann@muster.de |
H Save Changes
Settings |
Connect
on traffic
Connect
on
"Dial-0Out"
close
connection
after (200
inactivity
of [=]
Fig. 3-1-4: Settings on
8 g H Save Changes
the Internet tab

6. How the device is accessed from the Internet is explained in
a general explanation in Section 5.
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Fig. 3-1-2: Internet with
SIM card via GSM

(GPRS/EDGE)
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3.1.2 Internet connection via EDGE Modem

GPRS/EDGE

) ()

Step-by-step instructions:

1.  First it is necessary to insert a SIM card on which a data
service is activated.
The providers supported by the integrated wizard are T-
Mobile, Vodafone, Eplus, and O2. The relevant parameters
can be set manually. This is done with the setting “Other
provider.” This example explains how the settings are made
for a T-Mobile card from Germany (manually).

Provider dial-in data:

Provider T-Mobile Vodafone EPlus 02
(German)
Phone number | *99***1# *O9***1# *QO***14# *QO***14#
User any blank eplus blank
Password any blank gprs blank
Data also apply | Congstar Milleni.com | BASE Fonic
to: klarmobil PAYBACK Blau

callmobile smobil MEDION-

REWE Mobile

simply simyo

Tangens uboot

vybemobile
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2. If the device is equipped with a SIM card and the web
interface has been opened, it is necessary to enter the
following settings with menu items Network > Modem.

(Fig. 3-1-3)

h l - LangnagelEng"Sh M
compatible with you Waelcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAN Modem Internet DHCP DNS Server Hosts DynDNS
Network
Ports ﬁ Modem Configuration
Security
VPN Modem Settings
Status Modem e

Type
Maodem | |
Init
Modem | |
Init

GSM Provider Settings

Fig. 3-1-3: Settings on (Smpin_| | )>—— Please enter SIM-Pin
the Modem tab ((Brovider |T-mobils [« )———— Please choose Provider

Cutgeing | Incoming | Call Back

hone =
Number [EEE

(U ser legal

T

(Password |uu

Authentication
via PAP

=

Authentication
a via CHAP

[l i (00 |
If the provider you want
is not in the list of
providers, set the phone
number, user, APN, and
password manually by
choosing “Other
provider” as the
provider!
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Fig. 3-1-4: Settings on
the Internet tab
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3. Under menu item System > Internet, you can now define
whether the Internet connection will remain permanently
or only be established when required. The setting “on
demand,” for example, permits establishment of an Internet
connection after a call. That is, if you call the mobile
number of the SIM card, 4 ring tones are allowed to elapse;
the REX 300 then hangs up and dials into the Internet
within 40 seconds.

The Internet connection via modem must remain activated
for this. (Fig. 3-1-4)

hoh. Language| English [v]
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAMN Modem Internet DHCP DNS Server Hosts DynDNS
Network
Ports @) Internet Configuration
Security
VEN Internet Settings
slzius Internet

(Connectinn [ Intemet via Modem [VI)
ﬁ Save Changes

Connection -

Eﬂode [ keep connection [V])

broadcast

IP-Adress F

via email

email [ |

H Save Changes

4, How the device is accessed from the Internet is shown in the
general explanation in Section S.
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4 Passive Internet connection scenarios
The following steps must be performed in the sequence described:

For the REX 300, a passive Internet connection is a connection
through a device that provides an Internet connection. The REX
300 uses this Internet connection and therefore does not establish
the connection itself.

A passive Internet connection is only supported by REX 300 with
a WAN interface.

4.1 REX 300 behind an Internet gateway

This particular case means for the user that relevant settings must
be made in the Internet gateway for a VPN connection to be
established, for example. This refers to port redirections to
internal IP addresses. It is shown below how the settings must be
made in the REX 300 and not in the corresponding Internet
gateway. Only the responsible administrator can usually make the
settings of the Internet gateway.

Fig. 4-1-1: REX behind y Internetgateway
an Internet gateway + Firewall

Step-by-step instructions:

1.  Itis necessary for the WAN interface to be able to establish a
connection with the Internet gateway. This connection can,
of course, also be established via multiple switches or hubs.

REX 300 Application Examples 17



Fig. 4-1-2: Settings on
the WAN tab

Fig. 4-1-3: Settings on
the Internet tab
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2. Under menu item Network > WAN, the settings for the
WAN interface must be made. Here, the IP address, subnet
mask, and gateway IP address can be set. Moreover, the
WAN interface can be configured in such a way that the
REX 300 automatically receives the parameters from a DHCP
server. (Fig. 4-1-2)

holz' Languaga | English [w]
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAN Modem Internet DHCP DMS Server Hosts DynDNS
Hetwork -

Ports @ WAN Configuration

Security —

VEN WAN Settings

Status Interface | ROUTES
Interface -
(TH:E [ Static IP lll]
WAN IP n
o [132.158.4.100 _’] |
(netmask [2552552550 ) |

efault 4
@atewav [192.168.4 1 J |
E Save Changes

3. In this example, the Internet gateway has the IP address
192.168.4.1 and the REX 300 has 192.168.4.100.

4.  Configuration of the Internet connection is performed
under menu item Network > Internet and must look as
shown in the figure. Because the REX 300 uses the Internet
connection of another device, the Internet connection type
is “No internetconnection” in this case. (Fig. 4-1-3)

h I - Languagel English [il
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAMN Modem Internet DHCP DNS Server Hosts DynDMNS
Network
Ports 0 Internet Configuration
Security
VPN Internet Settings
Ststus Internet

(Cnnnecticnn [ e Intemetconnection [1]]

H Save Changes
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Fig. 4-2-1: REX 300 with
a public IP address

4.2

Now, the necessary settings have been made in the REX 300.
Depending on the system implementation, the Internet
gateway or the firewall now has to be configured to establish
a VPN connection. Section 7 explains what port enables
have to be set up for this purpose.

REX 300 with a public IP address

This connection scenario is similar to the previous scenario. The
difference is that the device uses a public IP address and is not
protected by an additional firewall. It is still protected by the
internal REX 300 firewall.

Internetgateway

Step-by-step instructions:

1.

The WAN interface must be able to establish a connection
with the Internet gateway. This connection can, of course,
be routed through multiple switches or hubs.

Under menu item Network > WAN, the settings for the
WAN interface must be made. Here, the IP address, subnet
mask, and gateway IP address can be set. Moreover, the
WAN interface can be configured in such a way that the
REX 300 automatically receives the parameters from a DHCP
server. (Fig. 4-2-2)
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Fig. 4-2-2: Settings on
the WAN tab

Fig. 4-2-3: Settings on
the Internet tab
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ho'z- Languagel English [i]

compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAN Modem Internet DHCP DMNS Server Hosts DynDNS
Network -
Ports @ WAN Configuration
Security —
VBN WAN Settings
Status Interface | ROUTES |
Interface -
[T,H:E [ Static IP [ﬂ]
VAT Y
WAN IP
Address [217.6.86.38 ,I |
(netmask [755755.3550 )] |
Default —
(Gatewa}_ ETEERE ] |
ﬁ Save Changes

3.  The REX 300 can be accessed directly via a public IP address
via the relevant gateway (here: 217.6.86.34) in the Internet
and is not in an internal network.

4.  Configuration of the Internet connection is performed
under menu item Network > Internet and must look as
shown in the figure. Because the REX 300 uses the Internet
connection of another device, the Internet connection type
is “No internetconnection.” (Fig. 4-2-3)

h I - Language|Eng|i5h [i]

compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot

]
System LAN WAMN Modem Internet DHCP DNS Server Hosts DynDMNS
Network
Ports “ Internet Configuration
Security
VBN Internet Settings
Ststus Internet -
[Cl:unnectil:un |n|:: Intemetconnection [i]]

H Save Changes

6. Now, the necessary settings have been made in the REX 300.
Depending on the system implementation, the Internet
gateway now has to be configured to establish a VPN
connection. Section 7 explains what port enables have to be
set up.
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Fig. 5-1-1: Settings on
the Internet — e-mail
with IP tab

5 Access to the REX 300 via the Internet

For the following functions it is necessary for the REX 300 to have
already established the Internet connection.

5.1 IP address via e-mail

Systeme Helmholz GmbH offers the service of sending e-mails via
a server that is provided free of charge. This free service allows
you to find out the IP address that the REX 300 has obtained from
the Internet Service Provider. The REX 300 sends an e-mail
containing the IP address to the e-mail address you specified via
the server of Systeme Helmholz GmbH.

The necessary settings are preconfigured on delivery. That is, you
do not have to set anything except the e-mail address to which
the e-mail is to be sent. You can set your e-mail address under
menu item Network > Internet for an Internet connection via
modem or WAN.

Language| English [v]
mholz’
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAN Modem Internet DHCP DNS Server Hosts DynDNS
Network
Ports “ Internet Configuration
Security
VPN Internet Settings
Sahus Internet
Connection [ Intemet via Madem [+]
H Save Changes
Connection -
Mode [ eep connection [+]
broadcast
IP-Adress

via email

email P "
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Fig. 5-1-2: IP address via
e-mail

Fig. 5-1-3: Manual e-
mail server settings

22

You can also deactivate this automatic e-mail function and use
your own server. You will find this function in the menu System
> Settings > “Activate automatic e-mail settings.” (Fig. 5-1-2)

hﬂh’ Language| English [v]

compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot

System Info Settings WEE Users Certificates Logging Import/Export Firmware
Network

Ports @ System Settings

Security

WEN System Settings

Status

Hostname [REX200 |

Host
Description

[RE0 |

Time Settings

Date
Time Thu Jan 1 00:26:18 UTC 1970
{uTC)

Locale
Date Thu Jan 1 01:26:18 CET 1970
Time

Timezone | Berin,Gemany v]

NTP
Server O

NTP
Server

[0.de pool.ntp.ong

Mail Settings

Activat t ti T
(Mcaillba e automatic

H Save Changes

A manual setting would look like this. (Fig. 5-1-3)

Mail Settings

Activate autematic Mail

[ro  [v]

SMTP-Server | |

SMTE-Port [28 |

E-Mail Adress | |

SMTF requires 0
Authentification

User | |

Password [ |

The IP address or your e-mail server and the e-mail address of the
REX 300 now have to be entered under SMTP server. If
authentication is necessary, a user and password have to be
entered in addition.
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Fig. 5-2-1: DNS service

5.2 DNS name resolution

To reach the REX 300 even more simply from the Internet,
Systeme Helmholz GmbH allows you to perform DNS name
resolution using a free service.

That means that the IP address that is assigned to the REX 300 for
an active Internet connection is converted to a permanent name.
The REX 300 can then be reached by this name in the Internet.
The necessary settings are preset in the REX 300. However,
manual settings can also be made to be able to use, for example,
other service providers for this function. You will find the settings
under Network > DynDNS

(Fig. 5-2-1)

mho‘i Langnagel English [v]

compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot

System LAN WAM Modem Internet DHCP DMS Server Hosts DynDNS
Network

Ports &y DynDNS Configuration

Security

VBN Systeme Helmholz DynDNS Service

Status
Get access to the unit via: RODD0O7&05.REX300.my-rex.net

The DNS name is made up of the serialnumber.hostname.my-rex.net.
Change the hostname to get yvour own name. The =erialnumber could not be changed.

Enable System
(D',tnamic DNS ]

s

public DynDNS Service
Enable O

Provider [dyndns [+]

User [ |

Password | |

Hest | |
Mame

Interval | |

[=]

In this example, the REX 300 would be accessible via the name
R0O0007821.REX300.my-rex.net. In the lower part of the display,
manual settings are possible if a public DNS provider is to be used.
The device name can be set in the menu System > Settings
“Hostname”
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Fig. 6-1-1: Analog point-
to-point connection

24

6 Point-to-point connections

Point-to-point connections do not usually require security
functions to prevent unwanted access. The firewall is therefore
deactivated in this example. Point-to-point connections limit the
connections option by the modem technology used. That means
that analog modems can only communicate with analog
modems. This rule also applies in the case of ISDN, which means
that the ISDN modems can only communicate with ISDN
modems.

The following steps must be performed in the sequence described:

6.1 Analog direct connection

Via this connection path, it is possible to access the MPI and
PROFIBUS or LAN interface of the REX 300 independently of a
connection with the Internet. In the following example, a PC
with a modem connection is used as the client.

analog telefon network

analog I . | . analog

socket 1 1 socket
Modem

a
n
a
|
o
9
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Step-by-step instructions:

1.  The integrated modem must be configured to permit PPP
dialing under the menu item Network > Modem. (Fig. 6-1-2)

o
Language| English [v]
I &mmﬂz‘
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
If you want to use a k :
ISDN PPP ConneCtlon System LAN WAN Modem Internet DHCP DNS Server Hosts DynDNS
you must enter “B10” in Network
the “Modem Init”-Field. Ports 6 Modem Configuration
Security
WEN Modem Settings
Status
Meodem ANALOG
Type
Modem
Init [+GCI=FD ]
Modem
Init k2 |
Outgoing | Incoming Call Back
Dialin enable
PPP Server
IP-Address  [192168.0.107 ]
(here)
PPP Client
IooAddres.  [E216B0102 |
Diali e
i'\luEéh“;nticaticn [every User with dialin ights [+]
Authentication
via PAP
Authentication
via CHAP
close
connection
after inactivity (300 |
of [s]
Fig. 6-1-2: Settings on

the Modem tab

2. On this page, it is also possible to set whether dial-in is to be
permitted to just a certain user or to all users from the user
list with dial-in rights.

3.  The server-side (REX 300) connection is now parameterized.
To be able to access the REX 300, it is necessary to set up a
data telecommunication connection in your operating
system. You will find a general explanation for this in
Section 6.3.
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6.2 GSM direct connection

Via this connection path, it is possible to access the MPI and
PROFIBUS or LAN interface of the REX 300 independently of a
connection with the Internet. In the following example, a PC
with a modem connection is used as the client. For the PPP
connection with a GSM modem, the CSD client must be enabled
on the SIM card in the REX 300. This standard modem service
usually has to be activated separately for each network provider.
The CSD service limits the transmission rate for direct
connections via the GSM network to 9.6 Kbps.

CSD-connections

)) 9,6 kBit/s (()

Fig. 6-2-1: GSM point-
to-point connection

antenna
tower
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Fig. 6-2-2: Settings on
the Modem tab

Step-by-step instructions:

1.  The integrated modem must be configured to permit PPP
dial-in under menu item Network > Modem. (Fig. 6-2-2)

h l . Language|Eng|ish [il
compatible with you Welcome halmholz | Site Map | Wizards | Help | Reboot
System LAN WAN Modem Internet DHCP DNS Server Hosts DynDNS
Network
Ports ﬁ Modem Configuration
Security
VBN Modem Settings
Status Modern .

Type
Modem | |
Init
Modem | |
Init

GSM Provider Settings

SIM Pin 1111
provider [TbieTv]

Outgaing | Incoming Call Back

Dialin enable

PPP Server
1P-Address [192.168.0.101 |
(here)

PPP Client

IP-tddress  192.168.0.102 |

Cialin

Authentication | every User with dialin rights bf_]

Authentication
via PAP

Authentication
via CHAP

close
connection
after inactivity
of [s]

00 |

2. On this page, it is also possible to set whether dial-in will be
permitted to just a particular user or to all users with dial-in
rights in the user list (System > Users).

3. Now the server-side (REX 300) connection is parameterized
and a dial-up connection can be set up in your operating
system. You will find a general explanation for this in
Section 6.3.
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6.3 Setting up a dial-up connection

This Section tells you how to set up a dial-up connection for your
direct connection with the REX 300 under Window XP.

Step-by-step instructions:

1. You must first start the “New Connection Wizard” under Start
> Settings > Control Panel > Network Connection with the
item “Create a new connection.”

2. Now click “Next” in the open window

Hew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect to the Intermet.

* LConnect to a private network, such as your workplace
network.

* Setup a home o zmall office network.,

To continue, click Mest.

[ Mesxt » J[ Cancel
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3. In the next step, select “Connect to the network at my
workplace” and then click “Next.”

Mew Connection Wizard

Hetwork Connection Type
What do you want bo do?

() Connect to the Intemnet
Connect to the Internet so you can browsze the Web and read email.

{(*) Connect to the network at my workplace
Connect to a buzsiness network. [using dial-up or ¥PN] o0 you can work, friom home,
a field office, or another location.

() 5et up a home or small office network
Connect to an existing hame or zmall office netwark. or zet up a new ohe.

() 5et up an advanced connection

Connect directly to another computer uzing your senial, parallel, or infrared port, or
zet up thiz computer o that other computers can connect ta it

< Back ” Mext > l[ Cancel

4. In the following window, select the item “Dial-up
connection” and confirm the dialog box with “Next.”

Hew Connection Wizard

Hetwork Connection
How do you want to connect to the network, at wour workplace?

Create the following connection;

(%) Dial-up connection

Connect uzing a modem and a reqular phone ling or an Integrated Services Digital
Hetwork, [IS0M] phone line.

) Wirtual Private Metwork connection

Connect to the network uzsing a wirtual private netwark [WPN] conhection aver the
Intermet,

< Back ” Mext > l[ Cancel
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5.  In the following dialog box, if you have installed several
modems, you must select the modem with which the
connection is to be opened and confirm the dialog box with
“Next.”

Hew Connection Wizard

Select a Device
Thiz iz the device that will be uzed ta make the connection,

'ou have more than one dial-up device on pour computer,
Select the devices to uze in thiz conhection:

O @ Modem - Standard 9600 bps Modem [COM1)
@ kadem - Standard 56000 bpz Modem [COM1]

< Back ” Mext > l[ Cancel

6. Now enter a name for your new connection, for example,
“REX 300 Test.”

Mew Connection Wizard

Connection Hame
Specify & name for this connection to your work place.

Type a name for thiz connection in the following bosx.
Compary Mame

RE: 300 tesy

Far example, you could type the hame of your warkplace or the name of a server you
will connect ta,

< Back ” Mesxt > l[ Cancel
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7. Enter the phone number at which the REX 300 can be
reached and confirm the dialog box with “Next.”

Hew Connection Wizard

Phone Humber to Dial
‘what is the phone number you will use to make this connection?

Type the phone number below,

Fhone number;
0,091 357 300567

Yo might need to include a """ or the area code, or both, If pow are not zure
you need the extra nurnbers, dial the phone number on wour telephone, IF pou
hear a modern zound, the number dialed iz comect.

< Back ” Mesxt > l[ Cancel

8.  Click “Finish.” The connection has now been set up.

Hew Connection Wizard

Completing the New Connection
Wizard

)

You have successfully completed the steps needed to
create the following connection;

REX 300 test
* Share with all uzers of this computer

The connection will be saved in the Metwark
Connections folder,

[]&dd a shortcut to this connection ta my desktop

To create the connection and close this wizard, click Finish,

< Back ” Finizh J[ Cancel
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9.  Now you can either open the connection by double-clicking
on an icon on the desktop, if one was placed there, or you
can open the connection by clicking the menu item Start >
Settings > Control Panel > Network Connections.

Uzer name: || |

Fassword: | |

[ 5ave this user name and passward far the following users:
Me anly

Arwone who uses thiz computer

Dial |0.091357380567 v]

[ Dial ] [ Cancel ] ’ Froperties J [ Help ]

10. In the connection dialog box, you have to enter the user
name and the password that you defined for the relevant
user in the web interface. The factory setting is, for example
User name: helmholz
Password: router

User name: Ihelmhold |

Fassword: |"“" |

[ 5ave this user name and passward far the following users:
Me anly

Arwone who uses thiz computer

Dial |0.091357380567 v]

Dial ] [ Cancel l l Froperties J [ Help ]

11. Finally, click the “Dial” button to make the connection.
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7 VPN (Client-Router)

The steps described here are intended to help you set up a VPN
connection for your REX 300. These steps apply to client-to-

router connections.
INTERNET

8 &
% VPN

7.1 OpenVPN (with wizard)

How you configure an OpenVPN connection with the integrated
wizard is described here. This is done as follows:

1. Call the Web interface of the REX 300. If your REX 300
still has the factory settings, you can call it by entering IP
address 192.168.0.100 in your Browser.

2. The display shown in Fig. 7-1-1 should now be visible to
you.

REX300 wizard

Flg. 7'1'1 Choose Your Wizard
Selecting the VPN -_
wizard \jgﬁy REX3 00

YWhich Wizard do you want to execute?

Cran Settings - Wizard for LAN Settings

i_i Internetconnection - Wizard for setting up the Internet Connection

( ¥PN - Setting up the ¥YPN Connectio)

|

Select the “VPN - Setting up the VPN Tunnel” wizard in this
display. The VPN wizard is executed when you click the
“Start” button.
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Fig. 7-1-2
Notice, have you already
run the Internet wizard?

Fig. 7-1-3
Welcome display of the
VPN wizard

Fig. 7-1-4
Selecting the VPN
connection type

34

4.

If you have not yet executed the Internet wizard or if you
have set the Internet connection by hand, this warning
(Fig. 7-1-2) will be displayed. If you have not yet defined

how the Internet connection is to be established, please do
this before you perform the next steps (see Sections 3 and
4).

REX300 wizard

- REX300

The Internet-Wizard has not been executed yet!
You should start the Internet-Wizard before configureing a ¥YPN-tunnel!

O Really start ¥PN-Wizard? (Only start it if you made your Internet-
settings manually)

Start J I Cancel

Information and a welcome greeting are now displayed. All

you need to do here is click the “Next >” button.

REX300 wizard

Page 1 of 5

el REX300

’h&%

REX300 wizard ¥PN Configuration

Welcome to the REX300 Configuration Wizard.

Please click the Next button and fill out all form values.

l Wext > ] Cancel

In the screen form that now opens you must select the
type of connection you wish to configure. In this example,
we have chosen the Client Router connection. Now click
the “Next >” button again.

REX300 wizard

Page 2 of 5
o REA300
Yhich type of ¥PN connection do you want to setup

REX300

@ connection between Networkclient =

and REX300

O Connection between 2 Networks

Windows-C liert

V —
< Previous [ [ Next » ][ Cancel ] ?
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Fig. 7-1-5
Selecting the static key

Fig. 7-1-6
Indication of the
configuration files

Fig. 7-1-7
Finish dialog box

REX 300 Application Examples

Now you must select a key for the encryption. If you have
not already imported a key into the device manually you
can also use the “Wizard_Static_Key.” This is a randomly
generated key. Now click the “Next >” button again.

REX300 wizard

Page 3 of 5
e REX300
—
Please choose a Static Key.
R
(| Wizard Static_Key [+] ) ( = p ;
N

V —
< Previous [ IMext > ][ Cancel

A message now informs you that you can download the
relevant configuration file from the VPN - OpenVPN
menu. You can confirm this dialog box by clicking the
“Next >” button.

REX300 wizard

Page 4 of 5
ol
atsl REX300
D load of the Wind ¥PN-Client.

From the site (¥PN - Open¥PN - Connections) you can download the
configuration file for the Windows ¥PN-Client

< Previous [ l et » ]J Cancel

Confirm the following message box with “Finish.”

REX300 wizard

Last Page

<l REX300

Hﬁ%

¥PN Configuration

All Informations are complete. Click on Finish to Save this settings.

f p——
< Previous l Finish ][ Cancel
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Fig. 7-1-10
Downloading the
configuration and key
file
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9. The REX 300 now applies the configuration. This process
takes approx. 30 seconds. You will recognize whether the
device has completed the task when a green checkmark is
displayed in front of the VPN wizard in the wizard screen
form.

10. Configuration of the REX 300 is now complete. You must
now set up your PC for the VPN connection.
If you have already installed OpenVPN, continue with step
13. If you have not, perform the following steps.

11. Install the OpenVPN software, if you have not already
done so, from the included product CD. Please confirm the
dialog boxes of the installation software with “Weiter >” or
“Next >”. Furthermore, you must accept the “License
Agreement” with “I Agree”; as soon as you have answered all
the questions correctly, you can install the software on
your computer with the “Install” button.

12. It installation has been successful you will find folder
C:\Program Files\OpenVPN\ config on your drive if you
have selected the default installation folder for OpenVPN
You must copy two files into this folder so that the
software knows to which OpenVPN device (server or REX
300) you wish to connect. You can download the files
from the REX 300. To do that, select menu items VPN -
OpenVPN (1)(2) with tab card “Connections” (3) and “Static
Keys”. You can download two files on these two tab cards.
These are the “Wizard.ovpn” file and the
“Wizard_Static_key” file. To be able to download the files,
you must click the “Floppy Disk” button (4) in the screen
form concerned. The file in question is prepared and you
can then download it with the blue underscored link (5).

Language | English ¥
mholz"
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
Systemn IPSec PPTP Open¥PH
Metwark
Ports ‘ OpenVPN Configuration
Security
veN ® OpenVPN Configuration
Status Connections (3. Static Keys
Active Connection name Config walid D load Client fi i
I &
i 4
Vo izard v
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Fig. 7-1-11
Saving the configuration
file

Fig. 7-1-12
Saving dialog box of the
browser

Fig. 7-1-13
View of OpenVPN in the
inactive state

You can now store the file in folder C:\Program
Files\OpenVPN\config\ by right-clicking the blue
underscored link (5) and left-clicking “Save link as...“ (6)

holz’

compatible with you

L English .

Welcome helmholz | Site Map | Wizards | Help | Reboot

Systermn IPSec PPTP Open¥PH

Metwark

Ports a OpenVPN Configuration
Security

¥PN OpenYPN Configuration

Status

Connections | Static Keys

Active Connection name Config valid D
o
v wizard v

Pleaseduwnfgj the configuration by using the option {link save under) ...

Wizard.ovpn
Open Link in Mew Window

load Client

Open Link in Mew Tab

Biookrnark. This Link

Save Link As..
Send Link. ..
Copy Link Location

Enter name of file to save to...

-

Save in: | I3 caonfig

= © 2 = @

My Fecent
Documents

Desktop

=)

tdy Documents

oy

by Computer

‘g File name:

My Metwork, Save as lype:

‘leard | V]

[ Save ]

Al Fles [v]

[ Cancel ]

13. Now, if you have also stored the “Wizard_Static_Key"” file in
this folder, you can start the OpenVPN software with
“Start>Programs>0OpenVPN>OpenVPN GUI”. You should
now find the following icon bottom right in your task bar.

DE | W 11:17
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Fig. 7-1-14
Adapting the
configuration

Abb. Fig. 7-1-15
Configuration file in its
original state

Fig. 7-1-16
Configuration after
entering secret and
remote.

Please pay attention to
the double backslash
when entering the path.
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14. You can open the context menu of the software by right-

15.

mouse clicking the OpenVPN icon. Here you can establish
the connection, change the configuration, and execute
various other actions. Click “Edit Config” to edit the
“Wizard.ovpn” file.

Connect

Wiew Log
Edit Config
Change Passward

Prozy Setkings

About
E Exit |

—|—§€l % 1z10PM

A window displaying the contents of the “Wizard.ovpn”
file should now open. You can make the necessary changes
here.

& Wizard - Notepad

=1 X

File Edit Format View Help

dev tun
rport 1194
Tport 1194
cgmﬁ—120
cipher BF-CBC

Tun-mtu 1500

reneg-sec 3600

proto udp

secret ".hhwizard_static_key"

; R
;Please enter remote IP-adress or DMS-Name
remote 7777

H
ifconfig 10.1.0.2 10.1.0.1
route 192.168.0.0 235,2553.0.0
ping 10

ping-restart 60

16. So that your PC knows which address to make a

connection to and which file transmission is to be
encrypted, you must enter two more things here. First,
under item “secret,” you must enter the path to the
“Wizard_Static_Key” file and secondly, you must specify to
which Internet address, this is item “remote,” the OpenVPN
connection is to be established. An example is given in the
following figure.

;_*L' Wizard.ovpn - Editor

le/-Joks

Datei Bearbeiten Format Ansicht ?

dev tun

rport 1194

lport 1194

comp-Tzo

cipher BF-CBC

tun-mtu 1500

reneg-sec 3600

proto udp

(secret "C:\\Programme'\openvPN' ) configh\wizard static_key.key™)

1 Hi i — Namen eintragen
remote RO0O007E05. rex300. my-rex. net

H
ifconfig 10.1.0.2 10.1.0.1
route 192.168.0.0 255.255.255.0
ping 10

ping-restart 60
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17.

Fig. 7-1-17
OpenVPN connection
establishement

18.

Fig. 7-1-18
OpenVPN connection
established

19.

The configuration task is completed when you save the
file. You can now try to establish a connection. Single
right-click the OpenVPN icon on your task bar to open the
context menu and left-click “Connect.” OpenVPN will now
try to establish a VPN connection to the remote station
you entered. This is indicated by the OpenVPN icon
changing from red to yellow.

DE | - 12:40

Once everything is correctly configured and no obstacles
exist, such as disabled ports in any firewalls, the VPN
connection will be established. This is indicated to you by
the icon changing from yellow to green.

DE |8 12:52

Now the VPN connection is correctly established and you
can, for example, open the Web interface and/or address
the MPI/PROFIBUS interface via the LAN IP address of the
REX 300.

Now that the VPN connection has been established, you can
reach all devices that are connected to the LAN interface of the
REX 300 via the LAN-IP address. If you want to use the
MPI/PROFIBUS interface of your REX 300, you will find a step-by-
step explanation in the accompanying QuickStart Guide.

20.

REX 300 Application Examples

If you want to break the connection, single right-click the
green icon once again and then select “Disconnect.” Now
the icon changes again from green to red and the
connection is disconnected.
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8 VPN (Router-Router)

The steps described here are intended to help you set up a VPN
connection for your REX 300. These steps describe the router-to-
router connection.

8.1 OpenVPN (with wizard)

How you configure an OpenVPN connection with the integrated
wizard is described here. This is done as follows:

8.1.1 Setting up the OpenVPN server (REX 300)

1. Call up the Web interface of the REX 300 that you wish to
set up as the OpenVPN server. If your REX 300 still has the
factory settings, you can call it by entering IP address
192.168.0.100 in your Browser.

2. The display shown in Fig. 8-1-1-1 should now be visible to

you.
REX300 wizard
Flg. 8'1'1'1 Choose Your Wizard
Selecting the VPN .
wizard bl REX300

YWhich Wizard do you want to execute?

Cran Settings - Wizard for LAN Settings

i_i Internetconnection - Wizard for setting up the Internet Connection

( ¥PN - Setting up the ¥YPN Connectio)

I Start J I Cancel ] ?

Select the “VPN - Setting up the VPN Tunnel” wizard in this
display. The VPN wizard is executed when you click the
“Start” button.
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3.

Fig. 8-1-1-2
Notice, have you already
run the Internet wizard?

4.
Fig. 8-1-1-3
Welcome display of the
VPN wizard

S.
Fig. 8-1-1-4
Selecting the VPN

connection type

REX 300 Application Examples

If you have not yet executed the Internet wizard or if you
have set the Internet connection by hand, this warning

(Fig. 8-1-1-2) will be displayed. If you have not yet defined
how the Internet connection is to be established, please do

this before you perform the next steps (see Sections 3
and 4).

REX300 wizard

The Internet-Wizard has not been executed yet!
You should start the Internet-Wizard before configureing a ¥YPN-tunnel!

Choose Your Wizard

REX300

O Really start ¥PN-Wizard? (Only start it if you made your Internet-
settings manually)

Start J I Cancel

Confirm the following message box with “Next >.”

REX300 wizard

e |
:--

’Hu:;%

REX300

REX300 wizard YPN Configuration

Welcome to the REX300 Configuration Wizard.

Please click the Next button and fill out all form values.

[ IMext > ] Cancel

In the screen form that now opens you must select the

type of connection you wish to configure. In this example
we have used the router-to-router connection “Connection

between 2 Networks”. Now click the “Next >” button again.

REX300 wizard

il
- A

=

RE X300

Which type of ¥PN connection do you want to setup

o - ; .
> I;I:.r‘linséggguhetween Networkclient :‘:_‘ REX300 REXD00 - =
(‘3’ Connection between 2 Networks ) hietyo ety
[ < Previous I [ Mext > ] I Cancel ] ?
7




Fig. 8-1-1-5
Selecting which VPN

node is to be configured.

Fig. 8-1-1-6

Entry of the LAN
parameters of the VPN
client.

Fig. 8-1-1-7
Selecting the static key.
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6.

7.

8.

In the next screen form you must define that the REX 300
is to be configured as a VPN server. Now click the “Next >”
button again.

REX300 wizard
Page 3 of 5

e REX300

‘d‘;ﬂ_

Which side of the ¥PN-connection do you want to set?

@ yPN-Server
3
2
(%]

C veN-client

.
< Previous ] [ Next » ] [ Cancel ]
N

In the screen form shown here, you must enter the IP
address and subnet mask of the LAN interface of your REX
300 that you want to connect to this VPN server (REX
300). Now click the “Next >” button again.

REX300 wizard
Page 4 of 6

A REX300

‘%

Please insert the IP-address and the subnetmask of the Client's Local
Area Network.

LAN-IP ¥PN-Client

{remote station} 13218810'100 E
Subnetmask o
VPN-Client 255 255 2560 v d
{remote station)
e
< Previous | [ Next > ] | Cancel ]
o

Now you must select a key for the encryption. If you have
not already imported a key into the device manually you
can also use the “Wizard_Static_Key”. This is a randomly
generated key. Now click the “Next >” button again.

REX300 wizard

Page 3 of 5
o REX300
<
Please choose a Static Key.
: R
(l wizard Static_Key [+] ] [ |

/ !
\_\N.,
N
[

f p——
< Previous l INext > ][ Cancel
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9. Finally, you will see that all the important information is
available and that you can apply the settings with the
“Finish” button. Confirm this dialog box with the “Finish”

button.
REX300 wizard
Fig. 8-1-1-8 Last Page
Finish dialog box
g REX300
&“::Q,

¥PN Configuration

All Informations are complete. Click on Finish to Save this settings.

i, ¢
< Previous I [ Finish ] | Cancel
/

10. The REX 300 will now apply the configuration. This
process lasts approx. 30 seconds. You will recognize
whether the device has completed the task when a green
checkmark is displayed in front of the VPN wizard in the
wizard screen form.

11. Configuration of the REX 300 VPN server is now complete.
You must now set up a second REX 300 for the client VPN
connection.

12. To ensure that the REX 300 VPN client can operate
together with your REX 300 VPN server you must ensure
that both REX 300s use the same static key for encryption.
You must download this key from the REX 300 you first
configured. In this example it was the REX 300 VPN-Server
To do that, go to the “Static keys” (3) tab card with menu
items VPN - OpenVPN (1) and (2). To be able to download
the file, you must click the “Floppy Disk” button (4) in the
screen form concerned.

imholz" Language [Engish (v
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
Fig_ 8_1_1_9 Systern IPSec PPTP OpenVPH
. . MNetwork
Downloadlng the static ports ’ OpenVPN Configuration
. Securit,
key flle. veN ! @ OpenVPN Configuration
Status T EEGe @)

oy tte [ Dustshen.
Impart static key file

list of imported static keys

Name Download

wizard_Static_Key @ @

This action prepares the file in question, which you can
then download via the blue underscored link and selecting
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Fig. 8-1-1-10
Downloading the static
key file.

0

Please save the file
without a file extension!

44

“Save link as...” from the context menu to store the file on
your PC, for example.

imholz’ Language
compatible with you Welcome helmheolz | Site Map | Wizards | Help | Reboot

et
Ports a OpenVPN Configuration

OpenVPN Configuration

Status Connections Static Kevs

arate naw static key

gend
it e ——
static key

import new static key

phosse stofie [ Dt
Import static key file

list of imported static keys

Name Download

wizard_Static_key

using the option (link save under) ..

13. Now continue with Section 8.1.2 to configure the REX 300

VPN Client.

OpenVPN Client

Please remember that you must first adapt the IP address of your
REX 300 VPN Client to the IP address you defined as the LAN-IP
remote station in Chapter 8.1.1.

1. Call the Web interface of the REX 300 that you wish to set

up as the OpenVPN Client. If your REX 300 still has the
factory settings, you can call it by entering IP address
192.168.0.100 in your Browser.

As mentioned above, you should now adapt the IP address
of your REX 300 either via the integrated wizard or via
Network — LAN.
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Fig. 8-1-2-1
Importing the static key
file.

I

Please import the Key
file without a file
extension.

Fig. 8-1-2-2
Selecting the static key
file.

3. Before you can execute the VPN wizard you must import
the static key that you previously used for the VPN server
into the REX 300 VPN client. To do that, go to the “Static
keys” tab card with menu items VPN - OpenVPN. Now
click the "Browse..." button to import into the REX 300 the
static key that you saved to your PC.

holz'

compatible with you

Language [ English

Welcome helmholz | Site Map | Wizards | Help | Reboot

Systern I[FSec PPTP Open¥PN

Network

Ports a OpenVPN Configuration
Sacurity

¥oN QOpenVPN Configuration

Status Connections Static Keys

generate stallc key fle

import new static key

Choose static
ke file [(Ruchsuchen.. ])
Impoit static key fie

list of imported static keys

Name Download

4. Now you must select the key file on your PC and transfer it
to the Web interface using the “Open” button.

Datei hochladen E]
Suchen in | I3 Keyfile Ivl o T i E-
=) Wizard _Static_Key
Zuletzt
wenwendete D
7“'_‘.'
LS
Desktop
Eigene Dateien
Arbeiteplatz
’ Dateiname: |W\zard_5lalic_KEy |V I l Offnen I
MNetzwerkumngeb | D ateityp: |Alle Diateien lvl Abbrechen
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5. The file path to the key file is now in the Web interface
and you can import the file into the REX 300 with the
“Import static key file” button.

La [Englsh v
Fig. 8-1-2-3 [Beimvor: =
g . compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot

Importing the static key

Systermn IPSec PPTP DpenVPN
f]le Natwark
ports a OpenVPN Configuration
Security
veN QOpenVPN Configuration
Status Connetions Static Keys

generate new static key
Nemeferwis ]
static key

generate static key file

import new static key

Chonze stot ( [Gieeaa: e )
( Tmport shatic kep iz )

list of imparted static keys

Name Download

6. Now you can start the VPN wizard via the wizard menu.
7. The display shown in Fig. 8-1-2-4 should now be visible to
you.

REX300 wizard

Flg. 8'1'2'4 Choose Your Wizard
Selecting the VPN -
wizard X&f REX3 00

Which Wizard do you want to execute?

Cran Settings - Wizard for LAN Settings

{_! Internetconnection - Wizard for setting up the Internet Connection

( ¥PN - Setting up the ¥PN Ennnettin)

T T

Select the “VPN - Setting up the VPN Tunnel” wizard in this
display. The VPN wizard is executed when you click the
“Start” button.
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8. If you have not yet executed the Internet wizard or if you
have set the Internet connection by hand, this warning
(Fig. 8-1-2-5) will be displayed. If you have not yet defined
how the Internet connection is to be established, please do
this before you perform the next steps (see Sections 3 and

4).
REX300 wizard
Flg. 8-1-2-5 Choose Your Wizard
Notice, have you already
run the Internet wizard? u R E X 300

The Internet-Wizard has not been executed yet!
You should start the Internet-Wizard before configureing a ¥YPN-tunnel!

O Really start ¥PN-Wizard? (Only start it if you made your Internet-
settings manually)

Start J I Cancel

9. Confirm the following message box with “Next >.”

REX300 wizard

Abb 8'1'2'6 Page 1 of 5
Welcome display of the B
VPN wizard “.? REX300
’Hu:;%
REX300 wizard YPN Configuration
Welcome to the REX300 Configuration Wizard.
Please click the Next button and fill out all form values.
[ [Wext » ] Cancel
10. In the screen form that now opens you must select the
type of connection you wish to configure. In this example
we have used the router-to-router connection “Connection
between 2 Networks”. Now click the “Next >” button again.
REX300 wizard
Flg. 8-1-2-7 Page 2 of 5
Selecting the VPN cl
connection type e R E X 300

=

Which type of ¥PN connection do you want to setup

C connection between Networkclient " | ™
and REX300 == REXww REX300 ': =
(‘3’ Connection between 2 Networks ) hetwork itk
———————\
[ < Previous I [ Mext > ] I Cancel ] 7
J
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11. In the next screen form, you must define that the REX 300
is to be configured as a VPN Client. Now click the “Next >"
button again.

REX300 wizard

Flg 8'1'2'8 Page 3 of 5
Selecting which VPN 3
node is to be configured. ﬂ: R E X 300

‘d‘;ﬂ_

Which side of the ¥PN-connection do you want to set?

O vPN-Server 3
(C=ir E
3
%
[ < Previous | [ Next » ][ Cancel
e

12. In the next screen form, you must enter the LAN

parameters of the REX 300 VPN server. Now click the “Next
>" button again.

REX300 wizard

Flg. 8-1-2'9 Page 4 of 7
Entry of the LAN IP
addresses of the remote ﬂ: a R E X3 00
station (server). B
Please insert the IP-address and the subnetmask of the Server's Local
Area Network.
U AE SR g5 1550100 LE-IE
i 2
A 3
Subnetmask remote
station 2552562560 o
{Server)
< Previous I[ Next > ]I Cancel
| —
13. In the next dialog box, you enter the IP address or name
that the REX 300 VPN server will be known by in the
Internet. Now click the “Next >” button again.
REX300 wizard
Fig. 8-1-2-10 Page 5 of 7
Entry of the public IP ﬂ
address or the name of - R EX3 00
the VPN server. <
Please insert the public IP-Adress of the vpn-Server or his domain-name
({,‘:,:fs'ﬁfe"rf e 217 686,44 ]
=
< Previous ] [ Next » ][ Cancel
|
48

REX 300 Application Examples



14. Now define the static key that is to be used for encryption

Fig. 8-1-2-11
Selecting the static key
file.

15.

Fig. 8-1-2-12
Finish dialog box

16.

17.

REX 300 Application Examples

or connecting. Please remember that the key on the VPN
server and that on the VPN client must match. The key
that you previously imported from the server to the client
is displayed here. Now click the “Next >” button again.

REX300 wizard
Page 5 of 6

il REX300

&c:Q

Please choose a Static Key.

(| ‘Wizard Static_Key | % | )

< Previous I [ INext > I[ Cancel
— A

Now you are told that all the important information is
available and that you can apply the settings with the
“Finish” button. Confirm this dialog box with the “Finish”
button.

REX300 wizard

Last Page

g REX300

g

¥PN Configuration

All Informations are complete. Click on Finish to Save this settings.

i, ¢
< Previous I [ Finish ] | Cancel
/

The REX 300 will now apply the configuration. This
process lasts approx. 30 seconds. You can see whether the
device has completed the task if a green checkmark is
displayed in front of the VPN wizard in the wizard screen
form.

Configuration of the REX 300 VPN client is now complete.
Now you can test the connection. The OpenVPN wizard
configures the VPN connection so that it constantly tries
to establish a connection. You can manually set the
connection to start with the “Dial Out” key, for example.
You will find this setting in the VPN — OpenVPN menu
when you edit the active connection.
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9 Certificates

9.1 Overview of certificates
" Cerlificate
!
e gl [ CACertificate | I cotto—
y (Signer) -
Server - 71 = Client R ]
\"} \/J ;,_- :
=]
5“' D
=l
v I 1 9‘ Y
Server Certificate CA Certificate Client Certificate =
(signed by CA) on Seiver (signed by CA) &
=]
S &

and Client %

Each participant in a VPN connection must have two certificates.
Such a certificate must be signed by a so-called CA certificate (root
certificate). Each participant must own such a CA certificate as
well as a “server” or “client” certificate. In our case, the server is
the REX 300. The client is either a PC/laptop or another REX 300.
The certificates are needed to establish a secure VPN tunnel and
are used to authenticate the VPN participants. If a participant
either has no certificate or an invalid certificate it will not be
possible to establish a VPN tunnel between the two devices when
authentication of the REX 300 is set to “X.509.”

Please read the following sections to find out how to create
certificates.

9.2 Creating certificates

To create certificates, we suggest using the freely available
program XCA written by Christian Hohnstadt. This program
allows you to create both X.509 certificates and the necessary
private keys in a simple way.

The program is available free of charge from
http://sourceforge.net/projects/xca and install it in the normal
way under Windows (NT/2000/XP/VISTA) (execute the file with
the extension .exe).
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When you start XCA for the first time, you must first create a new
database for managing your certificates. To do that, select “File”
and then “New DataBase”.

X Certificate and Key management E]@
File import Help

Mew DataBase.
Open DataBase

y = = z =
iquests | Certificates | Templates | Rewocation lists |

Mew Ky

Export

Irnpiort

Import PEX (PKCS#12)

|
Exit Alb4+F4 |

Show Details

Delete

When you have chosen a name, memory location, and password
for your new database, you can open it and create your first root
certificate (CA certificate).

9.2.1 Creating a root certificate

To create a root certificate click on the “Certificates” tab card and
then on “New certificate” to open the following dialog box:

" X Certificate and Key management E]
= M /\\
Create x509 Certificate M'
i Source | Sub]ect . 1l  Extensions 1 T(ey Usage I I\.i;Escapa : ;?.\-civanceci.!

Signing request
Sign this Certificate signing request
Copy extensions from the request Show request

Madify subject of the request

Signing
(5) Create a self signed certificate with the serial |1

Use this Certificate for For signing

Signature algarithm MD 5 |VI
MO S

SH& 1

SH& 256
Templake SHA 354

1 SHA 512
Temnplate For the new certificate |[default] Ca RIPEMD 160

REX 300 Application Examples 51



52

You should first change the signature algorithm to MD 5 so that
the certificate is compatible with the REX 300. Now select the
“Subject” tab card and make the certificate settings.

X Certificate and Key management

B

Create x509 Certificate

Distinguished name

Source | Subject | Extensions KeyUsage Netscape Advanced

Internal name Stammzertifikat Organisation  |SH
Country code DE Organ. unit Suppork
Stake or Province | Bayern Common name | Stammzertifikat
Lacality Graenseebach E-Mail address | support@helmholz, de|
commoniame 4 Add
Tepe Conkent
Private key
[%] [ Used keystoo | Generate a new key

On the Subject tab card, complete the “Internal Name” to “E-Mail
address” fields. The Subject settings can later be used as the ID for
VPN via IPSec. Now you must select "Generate a new key" to

create a new private key.

X Certificate and Key management

New key

Please give a name ko the new key and select the desired keysize

Key properties
Mame | Stammzertifikat_Schluessel

Keysize | 1024 hit|

Cancel

O =

Keytype |RSA v/

P

You must use key type RSA. You can choose any key length and,
of course, name. The longer the key, the more secure it will be,
encryption will be more computationally intensive.
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The “Extensions” tab card is where you make the settings for the
type and validity of the certificate.

X Certificate and Key management
Create x509 Certificate ﬁk"’fﬁ’y )

Source Subject Extensions Key Usage Metscape Advanced

Basic constrains Key identifier

Type Certification Authority | subject Key Identifier

Path length Critical [ authority Key Tdentifier

aliclity Time range

Nok before | 2010-06-10 11:51 |~ 20 ‘fears d Apply

Mot after | 2011-06-10 11351 || [] midnight [ Mo well-defined expiration
subject alternative name
issuer alternative name Edit
CRL distribution paint
Authority Info Access OCSP |l Edit

Basic constraints
Type = Certificate Authority (CA)

Set a checkmark for the option Critical

Key identifier
Set a checkmark for Subject Key Identifier

Validity

You can enter the precise starting and end dates in the fields
provided or use the adjacent Time Range field.

Time Range

In the list box on the far right, select the numerical values Days,
Months, or Years. See the list below for how long individual
certificates should be valid for:

e Personal certificates should be valid for 1 (one) year.
e Server (SSL) certificates should also be valid for 1 (one) year.

e Router certificates should be valid for 1 (one) year (if they are
external routers) or 10 (ten) years (if they are internal routers).

e CA certificates should also have a long validity period (for
example > 10 years).
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Click “Apply” to apply the settings made under Time Range.

Subject alternative name

The alternative name of the owner is a list of alternative names
for the owner of the certificate; these names can be RFC822 name
(e-mail), DNS name, X.400 addresses, EDI name, URLSs, or IP
addresses, in fact, any structured name scheme can be used. For
PKIX this extension is critical if the subject field in the certificate
is empty.

Issuer alternative name

The same applies to the alternative name of the issuer as to the
alternative name of the owner.

CRL distribution point

To be able to use a public distribution point for certificate
revocation lists, the LDAP or HTTP address of the certificate
revocation list must be entered. An address must always be
preceded by a URL (universal resource indicator, for example,
URL: http://www.helmholz.de). A colon is used as the field
separator. If you have local revocation lists, you do not require
this option.

Authority Info Access

This PKIX extension defines how further information and services
of the issuing CA can be used. It provides a way of accessing
turther information via the CA (further guidelines, root
certificates,...) or online verification services (e.g. OCSP). It is
convenient for the verifying application if for certificate
applications such as Secure Mail (S/MIME) the end certificate
specifies in this extension where the next highest CA certificate
can be retrieved if the full certificate path has not been sent.

On the “Key Usage” tab card you can select a key and an
extended key. Both keys should be non-critical, that is, you
should not check the two Critical checkboxes.

Select the following values in the left column if you want to
create a root certificate:

e Certificate Sign
e CRL Sign
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With these two options, your root certificate can sign the client

certificates and the certificate revocation lists.

X Certificate and Key management

Create x509 Certificate

Key usage
[ critical

| Digital Signature

| Mon Repudiation

| ke Encipherment

| Data Encipherment;
Key dgrecrnent
Certificate Sign

Source Subject Extensions | Kkeylsage

| CRL Sign

| Encipher Cnly
Decipher Only

Cancel

| Metscape Advanced

Extended key usage
[ critical

| TLS Web Server Authentication
TLS Web Client Authentication
Code Signing

E-mail Protection

Tirne Starmping

Microsoft Individual Code Signing
Microsoft Commercial Code Signing
Microsoft Trust List Signing
Micrasoft Server Gated Crypto
Microsoft Encrypted File System
Metscape Server Gated Crypto
Microsoft EFS File Recovery
IPSec End System

IPSec Tunnel

IPsec User

IP security end entity

Smark Card Logan
OCSP Signing

You can now click “OK” to complete the root certificate.

You have now successfully created your root certificate and you
can use it to create and sign further certificates.
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9.2.2 Creating a client certificate

To create a certificate that is signed by this CA, on the
“Certificates” tab card mark the root certificate that you just
created and click “New Certificate” again.

X Certificate and Key management E]@

File  Import Help

Private Keys Certificate signing requests | Certificates [ Templates Revacation lists

“ | Common name | Serial | not After Trust state

| Internal nam
tammzertifikat | Stammeertifikat 01 2011-06-10 GMT Always Trusts

Mew Certificate

Expart

Import

Delete

Import PRCS#12

Import PECS#7

[
[
l
[ Show Details
[
[
[
[

Plain Yigw

Database:C: fDocuments and SettingsAdministrator/Deskkop/asdfgh.=xdb

The following dialog box now opens.

Origin

First of all we must specify that our root certificate is to be used
for signatures. Again, you must set the signature algorithm MD5.

X Certificate and Key management E]
Create x509 Certificate Nﬁ,’?'
Source , Subject Extensions i(ey Usage Nétscapa Advanced

Signing request
Sign this Certificate signing request
Copy extensions from the request Show request

Madify subject of the request

Signing

() Create a self signed certificate with the serial | 1

(%) Use this Certificate for For signing Skammzertifikat !_\_';
Signature algarithm MD S |sel |
Templake

Template For the new certificate | [default] CA v/ apply
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In the default setting, our root certificate is already selected for

the signature.

Again, enter the data for the client certificate in the fields

“Internal name” to “E-mail address”.

X Certificate and Key management

S
\
ﬁ o)

| I‘;I;atscape | Advanced

l 2rgan, unit Mac‘hinery

E-Mail address | support@kundea, com|

Organisation | Customerl

Cornron name | clientl

Create x509 Cettificate
| ; Séurce | Subject: \ ék&‘én‘;\ons .i.(ay Llsage
Distinguished name
Internal name Client1
Country code .DE
State or Province | Bayern
Locality Hamburg
commonhiame ]
Type Content
Private key

[+] 7 usedkeyston | Generate a new key

Canicel

Then create a key for the client certificate. This key should be the
same length as the key of the root certificate.

- X Certificate and Key management

New key
Key properties

Mame | Clientl_Key|

Keysize | 1024 bit

Cancel

Flease give a name to the new key and select the desired kevsize

G

keytype R34 [v]

]
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Extensions:

X Certificate and Key management

&)

Create x509 Certificate

Mot before | 2010-06-10 11:54 || 1

Mot after | 2011-06-10 11:51 |~ [ midnight

SOurce Subject Extensions Key Usage Metscape
Basic constrains
Tvpe End Entity 1w
Path length [ critical
alidity Time range

Advanced
Key identifier

Subject Key Identifier

[ authority Key Identifier

‘ears | Apply

[ Mo well-defined expiration

subject alkernative name
issuer alternative name Edit
CRL distribution paint
Authority Info Access DCSP |l Edit

As your client certificate does not have to sign any other
certificates, enter the certificate type “End Entity”).

Basic constraints

Type = End Entity

Key identifier
Set a checkmark for Subject Key Identifier

Validity

You can enter the precise starting and end dates in the fields
provided or use the adjacent Time Range field.

Time Range

In the list box on the far right, select the numerical values Days,
Months, or Years. See the list below for how long individual
certificates should be valid for:

e Personal certificates should be valid for 1 (one) year.
e Server (SSL) certificates should also be valid for 1 (one) year.

e Router certificates should be valid for 1 (one) year (if they are
external routers) or 10 (ten) years (if they are internal routers).

¢ CA certificates should also have a long validity period (for
example > 10 years).
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Apply the values of the Time Range with “Apply”.

Subject alternative name

The alternative name of the owner is a list of alternative names
for the owner of the certificate; these names can be RFC822 name
(e-mail), DNS name, X.400 addresses, EDI name, URLs or IP
addresses, in fact, any structured name scheme can be used. For
PKIX this extension is critical if the subject field in the certificate

is empty.

Issuer alternative name

The same applies to the alternative name of the issuer as to the
alternative name of the owner.

CRL distribution point

To be able to use a public distribution point for certificate
revocation lists, the LDAP or HTTP address of the certificate
revocation list must be entered. An address must always be
preceded by a URI (universal resource indicator, for example,
URL: http://www.helmholz.de). A colon is used as the field
separator. If you have local certificate revocation lists, you do not
require this option.

Authority Info Access

This PKIX extension defines how further information and services
of the issuing CA can be used. It provides a way of accessing
turther information via the CA (further guidelines, root
certificates,...) or online verification services (e.g. OCSP). It is
convenient for the verifying application if for certificate
applications such as Secure Mail (S/MIME) the end certificate
specifies in this extension where the next highest CA certificate
can be called up if the full certificate path has not been not sent.

If you are creating a client certificate as an end instance you will
not need any of options provided here. You can go directly to the
next tab card.

If you require additional security, you can additionally select the
option SSL Server or SSL Client, depending on the role of the VPN
participants (client or server).
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This has the advantage that for OpenVPN it is possible to query
whether a VPN server is additionally provided with SSL. This
option can also be activated in the REX 300. This topic and the
setting options are dealt with in more detail in the section on
OpenVPN in the manual. If you equip your client certificate with
both options, both a VPN client and a VPN server can be provided
with the certificate.

X Certificate and Key management

Create x509 Certificate

Source Subject Extensions KeyUsage | Metscape | Advanced

| 551 client

1i55L Server

| 5/MIME

| Object Signing
|55LCA

| SMIME CA

| Object Signing CA

Base LURL

Revocation URL

CA Revocation URL
Certificate renewal URL
A palicy URL

S5L server name

Comment

No settings have to be made for IP-Sec on the “Netscape” tab card.

If OpenVPN is used with the option “Remote station must be a TTL-
Server” activated, only the option “SSL-Server” has to be selected
for the server certificate. See also the screenshot above.
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Now the certificates you created must be made accessible in the
“Certificates” tab card of the first dialog box by marking the
certificate in question and clicking “Export.”

X Certificate and Key management E]@

File  Import Help

Private Keys Certificate signing requests | Certificates Templates Rewocation lists
Internal name * | Common name | Setial | not After Trust state
| Mew Certificat
= J&® Stanmzertfikat Stammeertfikat D1 2011-06-10 GMT Ahways Trusty e
J}E\I“. écllentl 0z 2011-06-10 GMT Trust inherite Export
Impart
Delete

Import PRCS#12

Imnport PECS#7

[
l
l
[ Show Detalls
l
[
[
l

Plain Yiew

Database:C: fDocuments and SettingsAdministrator/Deskkop/asdfgh.=xdb

In the next menu, you can define a storage location on your
computer for the certificate and a format for the certificate file.

X Certificate and Key management
Ceittificate export ’E\:—gzn

Please enter the filename for the certificate,

Filename | C:\Client1.p12| E]

DER. is a binary format of the Certificate
PEMis a baset4 encoded Certificate
PKCS#7 is an official Certificate exchange Format

PKCS#12 is an encrypted official Key-Certificate exchange Farmat

Expart Format |PKCS #12 with Certificate chain |

So that your client can authenticate with the client certificate, in
addition to this client certificate it also requires the matching
private key. As shown in Fig. x, export the client certificate in the
format PKCS #12 with Certificate chain. Click “OK” to store the
client certificate at the location previously specified. The client
certificate now has the extension .p12.

The root certificate must be exported in PEM format (file
extension .crt).

These certificates can now be imported into the REX 300 router
via the Web interface (cf. REX 300 manual: Section System
Certificates)
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9.3 Creating CRL files (certificate revocation lists)

If you want to withdraw the right to use the VPN tunnel from an
employee, please read the following section and create a
certificate revocation list.

To do this, start up the XCA software again. Open the database
containing the certificates of your employee. To declare a
certificate invalid, right-click it once to open the following menu:

X Certificate and Key management E]@
File  Import  Help
Private Keys Certificate signing requests | Certificates [ Templates Revaocation lists
Internal name “ | Common name | Serial | not After Trust state |
= JAE® Stammzertfikat Stammzertfikst 01 2011-06-10 GMT Always Trusty [ ficoi Corficats I
| TR D2 2011-06-10 GMT Trustinherite
J‘:" Mew Certificate l Eanact I
Import l Import ]
Import PKCS#12
Import from PRCS#7 [ Show Details |
R
e I Delete ]
Show Details
Expart » [ Import PKCS#12 |
Delete
S [ Import PKCS#7 |
l Flain View I
Renewal
Revoke
< [2]1
Database:C: fDocuments and SettingsAdministrator/Deskkop/asdfgh.=xdb

Now select “Revoke” as shown. The certificate entry is marked
with a red question mark and is now invalid.

In the next step, right-click the associated root certificate. The
following dialog box opens:

X Certificate and Key management E]@
File Import Help
Private Keys Certificate signing requests | Certificates | Templates Rewocation lists
Internal name * | Common narne Serial | not After Trust state |
s | Mew Certificat
= o Saneibiicar Stammosrtiikat 01 2001-06-00 GMT Always Trustt [ S I
iy Mew.Cortificate D2 20U1-06-10 GHT Nettrusted | | | Expart |
Irnpart
Tmpork PKCS#12 [ Import |
Impork Ffrom PECS#7 z :
Friiiearins [ Show Details ]
Show Details I Delete ]
Export J
Coiia [ Impart PKCS#12 |
Trust
e [ Import PKCS#7 |
CA L Properties l Flain Yigw I
Generate CRL
—_—
|
< [2]1
Database:C: [Documents and SettingsadministratorfDesktop/asdfgh. xdb
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You can now create a revocation list via menu item “CA 2
“Generate CRL” as shown in the figure above. Again, choose MD$5
tor “Hash Algorithm”. For extensions, no options have to be
activated by a checkmark. The CRL must now be exported and
imported into the REX 300.

Proceed as follows to export:

X Certificate and Key management E]@

File Import Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

| Mame * | Signer Comman name Mo, revoked | Mext updat
¢ Stammezertfikat Stammeertifikat 1 2010-07-10

Export

Import

Delete

[
[
[ Show Details
[

.

g
i
®

2] | [3]

Database:C: [Documents and SettingsadministratorfDesktop/asdfgh. xdb

On the “Revocation lists” tab card you can now see the revocation
list you just created. Mark it and then click “Export.” Select .pem
as the export format. Confirm with “OK” after you have chosen a
suitable storage location. You can now import this list via the
System - Certificates menu item on the Web interface of the
REX 300. When you restart the VPN connections and the REX
300 the CRL will be activated and it will no longer be possible to
establish a tunnel with the invalid certificate.
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9.4 Importing certificates under Windows XP

To import any certificates you have completed, you must create a
so-called certificate management console. Enter “MMC” under
“Start 2 Run”. Then select “File - Add/Remove Snap-In” and in the
dialog box that then opens select “Add.” You can now select
“Certificates” from the list of available snap-ins.

B Consalet [0 %

File Action Yiew Favorites ‘Window Hslp

o Er @

|- | Add Standalone Snap-in =JBE
standalone | Extensions | Available standalone snap-ins:

Use this page ko add or remove a skand-alone snap-in from the console. Znapcin Vendor lﬂil
5 AckiveX Cantrol Microsoft Corporation
[certficates Microsoft Corporation L

Snap-ins added to: |29 Console Root |VE i) @ Component: Services Microsoft Corparation 1 ‘
=) Computer Management Microsoft Corporation ||
gDewce Manager Microsaft Corporation
B Disk Defragmenter Microsoft Corp, Execut...
gD\sk Management Microsoft and WERITAS. ..
[ElEvent viewsr Microsoft Corporation
(Folder Microsoft Corporation
E8 Group Policy Object Editor Microsoft Corparation[se]|
Descriptian
The Certificates snap-in allows you to browse the contents of the
certificate storss Far yoursslf, a servics, or a computer,

Description

In the next step, select “Computer account”:

Certificates snap-in

Thiz znap-in will always manage certificates for:
() My user account
() Service account

(%) Computer account

In the following dialog box select “This snap-in will always
manage” “Local computer: (the computer this console is running on)” .

Once you have created the certificate consoles as described above,
you can import a certificate.

First open the dialog box shown below by right-clicking
“Certificates (Local Computer) = Certificates” and import the
certificate that will identify the client. Make sure you select the
“.p12” file. Enter the password for the p12 file and then click
Next. In the next dialog box, select “Automatically select the
certificate store based on the type of certificate.” When you click
“Finish” the required certificates will be imported.
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No more certificates have to be imported. The CA certificate is
automatically imported with the rest. It is not absolutely

necessary to save the console you created.

B Comalet =JoE|

File Action Yiew Favorites ‘window Hslp

e

‘% Console Root\Certificates (Local Computer)\Personal\Certificates =2 m

1 Console Raat IssuedTo 7 Issued By Expiration Date Intended Purposes Fri¢

=) ) Certificates (Local Computer) [Estammeertifikat Stammzertifikat 6/10/2011 <all> Sta)
= Personal

‘af Al Tasks ¥ Request New Certificate. ..
& (0 Trust Import.
[ Enter  View » port. .

([ 1nker|  ew window from Hers
ETus——————————————
(] Untn]  Mew Taskpad Viset,,.
e 8 Thid)  pefrech es
FLITUE et s,
@3 spc

Help

(Contains actions that can be performed on the item.

Double-click a certificate to open its properties. On the “General”
tab card, you can check, for instance, which CA issued the
certificate, how long the certificate will be valid for, and whether
you own a private key for this certificate. This item is very
important for the use of certificates in Web server publications.

Certificate m
General | Details | Certification Path |

@,
Certificate Information

This certificate is intended for the following purpose(s):

« all issuance policies
+ &l application palicies

Issued bo:  Stammaertifikat
Issued by: Stammzertifikat

¥alid from 6/10/2010 to &/10/2011

@ You have a private key that corresponds to this certificate.

Issuer Statement
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More information about the issued certificate is given on the
“Details” tab card.

Certificate

%]

General | Detals | certification Path

Shaw: | <Al M
Field Yalue £
[Elversion va
ESerlaI number o1 =
Esignature algorithm shalRSA
Elssuer suppork@helmholz. de, Stamm. ..
E\falid Fram Thursday, June 10, 2010 1:51...
E\falid ta Friday, June 10, 2011 1:51:55...
ESub]ect suppork@helmholz, de, Stamm, ..
[Frublic key RSA (1024 Bits) [w]
Edit Properties. .. ] [ Copy ta File... ]
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Troubleshooting

If a problem is not described here and this manual does not
provide any information on how to remedy it, the support service
of Systeme Helmholz GmbH will gladly help you to solve the

Firmware update

Download the latest firmware file from www.helmholz.de.
You will find it in the download area. (Download > REX
300 > image.bin)

Start or install the software TFTP32 from
www.helmholz.de. You will find it in the down load area
(Download > REX 300 > TFTP32.zip)

J Tftpd32 by Ph. Jounin =JoEd
Current Directaory |I::'\Firmwale j Browse
Server interfaces |1E|2.'| 58.1.189 ﬂ Showw Diir

Thtp Server ] Titp Client ] DHCF server | Syslag server ] Lag wigwer ]

peer file start time | progress

< >
About | Settings | Help |

Place the image.bin file in a folder of your choice. (in this
case: C:\Firmware) You must specify this folder in the
program TFTP32 under TFTP Server in “Current Directory.

”

problem.
10.1
1.
2.
Fig. 10-1-1: TFTP32
software
3.
4.
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http://www.helmholz.de/�
http://www.helmholz.de/�

5. Open the menu item System > Firmware and choose the
upgrade method “Upgrade via network” and, under TFTP
server, specify the IP address of your computer on which
the TFTP software is started. (Fig. 02.01.10)

. . Languagel English [il

Fig. 10-1-2: Firmware holz’

update method selection compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System Info Settings WEB Users Certificates Logging Import/Export Firmware
Network
Ports ﬁ Firmware Upgrade
Security
VEN Upgrade Method
Status (Upgrade Method| Upgrade via Network [w | )

Upgrade via Network

(TFTP Server [192.168.1.189) |
Imagename

6. With a mouse click on the “Start” button, the message “Do
NOT switch off the device!” is displayed. (Fig. 10-1-3)

Fig. 10-1-3: Firmware E Firmware Upgrade

update warning

11 Don"t Switch Off until upgrade finishaed 11

Confirm Upgrade via Network

TFTF Server 192.168.1.139
Imagename image.bin

11 Don"t Switch Off until upgrade finished 1!

7. With a further mouse click on the “Start” button, the
tirmware update is performed. When uploading of the
image.bin file has been completed, the device will start the
update mechanism and prompt you to restart the device.
You can either do that via the web interface or by
disconnecting the power supply.

8. After the device has been restarted, the latest firmware
version will be on the device.
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10.2  Frequently asked questions

Q: Which ports have to be enabled or redirected for a passive
Internet connection for OpenVPN in the factory setting?

A: In the relevant firewall, the UDP port 1194 must be enabled or
redirected.

Q: Which ports have to be enabled or redirected for a passive
Internet connection for IPSec in the factory setting?

A: In the relevant firewall, the UDP port 500 or 4500 must be
enabled or redirected.

Q: Which ports have to be enabled or redirected for a passive
Internet connection for PPTP in the factory setting?

A: In the relevant firewall, the TCP port 1723 must be enabled or
redirected.

Q: Is it possible to establish a VPN test connection with a REX 300
in your company?

A: Yes. You will find the necessary files (OpenVPN configuration
script and Static Key) on www.helmholz.de under Download >
REX 300 > OpenVPN Testverbindung.zip. You will also find a
picture of the configuration there.

Q: Does REX 300 have to be entered in my hardware config?
A: No

Q: How can I access the web interface of the REX 300 over the
Internet?

A: You must enable port 80 in menu Security settings - WAN >
LAN. You will find a more detailed description in Section 7.4 of
the manual (900-87x-REX300).

Q: What must I pay attention to when using a REX 300
GPRS/EDGE?

A: Please make sure that it is possible to receive a dynamic IP
address for the REX 300 with your cell phone contract and that
incoming data are received according to this contact.
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11 Important Information about VPN

This section explains important information about VPN
connections in more detail.

11.1 Basic information

VPN connections from a client PC to a REX 300, which
corresponds to the VPN server, can only be established if the
Internet connection is permitted to send incoming data to the
REX 300. That means that if your Internet connection is disabled
for incoming data traffic, you cannot establish a VPN connection
to your REX 300.

VPN connections allow you to access the LAN interface of the
REX 300. For you this means that once you have established a
VPN connection, you must work with the IP address area of the
LAN interface of the REX 300. Example: A REX 300 with LAN-IP
address 192.168.0.100 can be accessed via the Internet. The VPN
connection from your PC (for example, LAN-IP address
192.168.1.100) to the REX 300 has already been established. If
you now want to access the Web interface of the REX 300, for
example, you must enter 192.168.0.100 in your Browser. VPN
ensures that the request to the IP 192.168.0.100 is sent via the
Internet through the VPN tunnel to the REX 300. The REX 300
will then transmit the data of the Web interface to you so that
you can use it. The same applies if you want to use the
MP/PROFIBUS interface. When you use VPN you must enter the
LAN-IP address of the REX 300 in our NETLink driver to be able to
access the MPI/PROFIBUS interface via VPN.

11.2  OpenVPN

11.2.1 Ports

In the case of OpenVPN you can, if you want, define the ports for
the VPN connection. The standard port is 1194. If you want
change this to Port 80 you must make sure you set another port
for the Web interface under System — Web, as otherwise the Web
interface can no longer be opened.

11.2.2 Proxyserver

For OpenVPN you can also select a proxy server as the Internet
access point. For that you must reset the protocol of OpenVPN to
TCP as most proxy servers do not allow the UDP protocol. This
also requires you to make a change in the .ovpn file on your PC
that you use for the connection to your REX 300. Instead of “proto
udp,” you must enter “proto tcp-client” in the .ovpn file.

11.2.3 Encryption methods

You can choose two different methods of encryption. You can
either use the predefined key or X.509 certificates. If you use a
predefined key, be aware that you cannot simultaneously make
an OpenVPN connection to an OpenVPN server.
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